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P(x) V(x;r)
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. Soundness: Vx & L. VP* Pr[(P*x),V(x;r) =1]<1/2
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Sigma Protocol
DLOG

Let 2 be the generator of a subgroup of large prime order g modulo p .

Prover: | know w such that Y = ¢ mod p
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Sigma Protocol
Schnorr DLOG

« Completeness
« Knowledge Soundness

« HV Zero-Knowledge
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Sigma Protocol
DLOG

e Completeness:
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Sigma Protocol
DLOG

 Knowledge Soundness
Given (a,r,z) and (a,r’, 7')

as valid transcripts.

Extract w In poly time.

g-=Y -a

=Y -a
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e HV Zero-Knowledge

A valid transcript can be

efficiently simulated.
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Sigma Protocol
DLOG

e HV Zero-Knowledge

A valid transcript can be

efficiently simulated.
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Sigma Protocol
ROM

Blackbox oracle H( . ) that returns consistent but uniformly random values.

Realized using a hash function e.g. SHA256
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Sigma Protocol

Non-interactivity via Fiat Shamir Heuristic

P(w)

k< 7
Cl(—gk

r<— H(a,g,q,p)

a, g
Z<_7-.W-|—k —> I"(_H(aagaq’p)
gZ; Y- a

19



General Purpose Verifiable Computation

Task: Compute F(x)

F(x) - vy Verify(F,x,y, ) — 0/1

Prove(F,x,y) —» &
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General Purpose Verifiable Computation

Succinct Non-interactive ARGument

Soundness: There exists w such that F(x,w) =y
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General Purpose Verifiable Computation

Succinct Non-interactive ARgument of Knowledge

Knowledge Soundness:

There exists w known by the prover such that F(x,w) =y
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PCP

[BFLS’91]
Vx)

0123456789 . .d

NS

“In this setup, a single reliable PC can monitor the

operation of a herd of supercomputers working with
possibly extremely powerful but unreliable software and

untested hardware.”
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[Killian’92]
P(x)

01234567289

. d

Com(x)

nlql, Open(rx)

V(x)



PCP

[Killian’92] Use a Vector Commitment to =

P(x)

0123456789 . .d

VVVV VY
Vo

VoV
v

V(x)



PCP

[Killian’92] Use a Vector Commitment to =

P(x)

0123456789 . .d

VVVV VY
Vo

VoV
v

V(x)



PCP

[Killian’92] Use a Vector Commitment to =

P(x) V(x)
" AT |
\/ Voo q< Q
YR

v



PCP

[Killian’92] Use a Vector Commitment to =

P(x) V(x)
" AT |
Vo — ¢ A
YR

v



PCP

[Killian’92] Use a Vector Commitment to =

P(x) V(x)
" AT |
Vo — ¢ A
YR

\/ nlq],



PCP

[Killian’92] Use a Vector Commitment to =

P(x) V(x)
" e |
Vo - e q = Q
YaRY

\/ nlq],



PCP

[Killian’92] Use a Vector Commitment to =

P(x) V(x)
" e |
Vo - e q = Q
YaRY

\/ ﬂ[Q]a Open(ﬂ)

—_—m-— m m sm"m



PCP

[Killian’92] Use a Vector Commitment to =

P(x) V(x)
- 0123456789 . .d COm(][)
wyww, o — ——
\/ \/ \/ - = a g < Q
\/ \/ \/ nlql, Open(r)

Com(rx) « rt



PCP

[Killian’92] Use a Vector Commitment to =

P(x) V(x)
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Polynomial Commitment
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Polynomial Commitment

p(q), Open(p(q))
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IOP

[BCS’16]

P(x)

V(x)
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IOP Realization

e |OP + Commitment
 Most cryptographic properties inherited by the commitment scheme.
e [rusted setup

 Post-quantum security
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Arithmetization
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Arithmetization
PLONKIish

S e {0,1}

ﬁ S(ay +by) + (1 = S)ay - by) — ¢ = 0
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Arithmetization

PLONKIsh

COmpUtation: (Cll + bl) y bz = (C mod 11

Gate Constraints : S(a;+b)+ (1 —-S)a;-b)—c;, =0

i ai bl Ci Sl
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Arithmetization
PLONKIish

COmpUtation: (Cll + bl) y bz = (C mod 11
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Arithmetization s
PLONKIish

COmpUtation: (Cll + bl) y bz = (C mod 11
Solution: @; =4, b, =5,b,=10,¢, =9, a,=9, ¢, = 2 “ %
Gate Constraints : S(a;+b)+ (1 —-S)a;-b)—c;, =0

i a; b, Ci 5;
1 | 4 5 9 1 + Copy
2 9 10 2 0 a, b,
A(x) B(x)
A(l)=4 B(1) =5
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Arithmetization s
PLONKIish

COmpUtation: (Cll + bl) y bz = (C mod 11
Solution: al — 4, bl — 5,b2 — 10, Cl —_ 9, afz —_ 9, Cz — 2 “
Gate Constraints : S(a;+b)+ (1 —-S)a;-b)—c;, =0

¢
1 4 5 9 1 + Copy
2 9 10 2 0 a, b,

P(x) = S(x)(A(x) + B(x)) + (1 — S(x))(A(x)B(x)) — C(x)
P =0, PQ)=0 = (x—1)-(x—2) divides P(x)
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Arithmetization
PLONKIish - Custom Gates

51 -(ay + b)) +5,-(ay - b)) + 55 - Maj(a,,dy, b)) —¢; =0
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Arithmetization
PLONKIish

At Bt Ct Dt Et Ft Gt Ht

(After 4 Rounds of the pHA256 Compréssion h*wction)

s e

Hoiﬂ HI‘M Hziﬂ - H,,i” Hsiﬂ H6i+1 H7i+1

Alternative: Algebraic Hash Functions
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Arithmetization
PLONKIish - Lookup Arguments

At Bt Ct Dt Et Ft

Anx Bt+1 Ctol Dt+1 t+1 t+1

(After 6

i1 +1
H,** H,

4 Rounds e pHA256

f&@%%ﬂ

Compr 45 H.**u tion)




Arithmetization
PLONKIish - Lookup Arguments

a b C Maj(a,b,c)

1 0 1 1
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Arithmetization

PLONKIsh - Lookup Arguments

Maj(a,b,c)

1
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PLONKIsh - Lookup Arguments

Maj(a,b,c)

1
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Arithmetization
PLONKIish - Lookup Arguments

a

b

C

Maj(a,b,c)

a b C Maj(a,b,c)
0 0 0 0
0 0 1 0
0 1 0 0
0 1 1 1
1 0 0 0
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AIR - FRI

Arithmetization

Step R1 R2 R3
1 4 3 2
2 2 2 6
3 3 6 4
4 65 4 2
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DSL

e HDL: Circom

o /Zokrates, Noir, Cairo, Leo
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Proof Composition

P
SNARK.Prove(F) —> SNARK.Verify(r)

SNARK.Prove(V(r)

—> SNARK.Verify(r
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Sigma Protocol

Non-interactivity via Fiat Shamir

P(w)

k< 7
Cl(—gk

r<— H(a,g,q,p)
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Sigma Protocol
Non-interactivity via Fiat Shamir [BPW’16]}

_ PO 6.¢.p. Y’ P(w)
$
k «— Z*
a < K random public key A
a<—g

r<— H(a,g,q,p)

r < H(a, g,q,p)
Y « (gZ/K)l/r

a, g
Z<_7-.W-|—k —> V&H(a9g9Q9p)
gZ; Y- a

a,?z
—> r < H(a,g,q,p)
(7 /
gt=Y"-a
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IOP Realization

e |OP + Commitment
 Most cryptographic properties inherited by the commitment scheme.
e [rusted setup

 Post-quantum security

59



‘
p

IOP Realization

e |OP + Commitment
 Most cryptographic properties inherited by the commitment scheme.
e [rusted setup

 Post-quantum security

60



Infinite Inflation Bug
Zcash Trusted Setup (2017)
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Infinite Inflation Bug
Zcash Trusted Setup (2017)

/cash Counterfeiting Vulnerability Successfully Remediated

Josh Swihart, Benjamin Winston and Sean Bowe | February 5, 2019
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Infinite Inflation Bug
Zcash Trusted Setup

3. Set pk := (C, pka, pka, Pk, Pkg, Pkc, Pkc, Pk, pkyy) where

forjz =0,1,...,m + 3:

pka ; := Ai(T)paP1, | pka; := Ai(T)aapaPi
pkg ; := Bi(T)psP2, pkg,; := Bi(T)aspsP:,
pke ; := Ci(T)papsP1 , pke ; := Ci(T)acpapsP: ,
pky ; 1= B(Ai(T)pa + Bi(7)ps + Ci(T)paps) P ,

BCTV’13
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Infinite Inflation Bug
Zcash Trusted Setup

BCTV'13 pka . = Ai(T)aapaP;

pkg ; := Bi(T)psP2, pkg,; := Bi(T)aspsP:,
pke ; := Ci(T)papsP1 , pke ; := Ci(T)acpapsP: ,

Kc,i := ﬂ(Ai(T)PA T+ Bi(T)PB + Ci(T)pApB)Pl ;
3. Set pk := (C, pkp, Pka, Pkg, Pki, Pkc, Pkc, Pky, pky) where:

BCTV’19 pkA = {Ai(1)paP1} 28 pkA = {Ai(T)aapaP1}izh s
= {Bi(7)psP2}i%s",  pkp := {Bi(r)aspeP1}iss”
pke := {Ci(T)papsP1}izy” , pke == {Ci(7 )OéC:OAPlBPl}"7:53
pky := {B(Ai(7)pa + Bi(1)ps + Ci(1)paps) P1}ish” |

)
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IOP Realization

e |OP + Commitment
 Most cryptographic properties inherited by the commitment scheme.
e [rusted setup

 Post-quantum security
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Quantum Soundness

Quantum Rewinding [LWS’22]
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Quantum Soundness

Quantum Rewinding [LWS’22]
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Quantum Soundness

Quantum Rewinding [LWS’22]
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Quantum Soundness

Quantum Rewinding [LWS’22]

[ a)

Prover State

measured | a)
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Quantum Soundness

Quantum Rewinding [LWS’22]

Prover State

measured | a)
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Proof Composition

P
SNARK.Prove(F) —> SNARK.Verify(r)

SNARK.Prove(V(r)

—> SNARK.Verify(r
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Proof Composition

P
SNARK.Prove(F) —> SNARK.Verify(r)

SNARK.Prove(V(r)

—> SNARK.Verify(r

/3



Dogru giden bircok sey var

A
Ters gidebilecek bircok sey var

—
Bircok sey ters gidecek
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